IDEAS | PEOPLE | TRUST




ii ~ Page header

Third Party Assurance (TPA)

Organisations increasingly
rely on outsourced service
providers to operate certain
processes and activities on
their behalf.

As all businesses seek assurance that
their risks are being mitigated effectively
for their own governance purposes,
service providers are facing increasing
demands from existing and potential
customers, for assurance that they can
rely upon too.

This type of assurance can be provided
through a Third Party Assurance (TPA)
report.

A common example of this is a System
and Organisation Controls (SOC) report,
which provides an independent and
objective assessment of an organisation’s
controls to users of its services.

BDO's Risk and Advisory Services (RAS)
team offers independent assurance and
advice over the design and operation of
internal control frameworks. We have
been carrying out control assurance
assessments for many years for a wide
range of service providers.

We can provide the following reports:

SOC3

SOC for

Cybersecurity

Agreed Upon

Procedures (AUP)

This report provides independent assurance over the
key internal controls at a service organisation which are
relevant to the client company’s financials.

An independent assurance report on a service
organisation’s controls, based on the American
Institute of Certified Public Accountants (AICPA)
standards, to cover areas outside of financial reporting.

These reports are based on the Trust Services Criteria,
including the five categories of Security, Availability,
Processing Integrity, Confidentiality and Privacy.

This is a high level report that covers similar areas to a
SOC 2 report, but is intended to be less technical and
more user-friendly.

A SOC 3 report can be shared widely and is suitable for
marketing purposes.

This is an independent assurance report which utilises
a standard method for reporting enterprise-wide
cybersecurity risk management.

This is report of findings based on carrying out
a specific test or reviewing a particular business
process.

It lays out the facts but does not provide an overall
opinion.
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Benefits of TPA for existing
and prospective customers

This overview represents some of the
many benefits our customers experience

when engaging in this independent
assurance report, attestation they
can provide to their existing and
prospective customers.

Transparency

Helps you to differentiate
your service offering from
your competitors, creating a
competitive advantage.

Which SOC is right for you?

SOC reporting allows you to develop
trust with your stakeholders by
proactively assessing the controls

in place to mitigate risk and being
transparent about the effectiveness of
these efforts.

With all of the SOC reports available, it
can be challenging to determine which
report best addresses your needs. The
key is to consider the risks that your
clients are most focused on.

Allows the organisation to be transparent
about their processes in a controlled
manner and strengthen the trust between
the organisation and investors.

Controls
assurance

Independent assurance of
the service offering being
provided to your client.
Independent

view

An external look at the
control environment
enabling the opportunity to
indicate gaps and identify
control improvements.

Controls

Differentiator improvement

Remove the burden of having to manage
and respond to multiple stakeholder
requests for information related to internal
controls: assess once, assure many.

The following summary will help you to choose the right SOC report for your needs.

SOC for
cybersecurity

SOC1 SOC2 SOC3

Who is this SOC for?

A service organisation

(one that provides services to user { ( o

entities)

Any type of organisation ([
Reports on an organisation’'s...

Financial reporting {

Security o o o
Availability [ ] [ ] ]
Process integrity ([ o
Confidentiality o o ()
Privacy o o

Distribution
Restricted (users) ( X ( B
Unrestricted (general use) [ ) [
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This publication has been carefully prepared, but it has been written in general terms
and should be seen as containing broad statements only. This publication should not
be used or relied upon to cover specific situations and you should not act, or refrain
from acting, upon the information contained in this publication without obtaining
specific professional advice. Please contact [member firm name] to discuss these
matters in the context of your particular circumstances. [member firm name], its
partners, employees and agents do not accept or assume any responsibility or duty of
care in respect of any use of or reliance on this publication, and will deny any liability
for any loss arising from any action taken or not taken or decision made by anyone in
reliance on this publication or any part of it. Any use of this publication or reliance on
it for any purpose or in any context is therefore at your own risk, without any right of
recourse against [member firm name] or any of its partners, employees or agents.
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